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Abstract—Google’s Fast Pair Service (GFPS) extends Blue-
tooth pairing with one-tap setup and account synchronisation.
This paper presents the first comprehensive security analysis
of GFPS. By examining 25 commercial accessories from 16
vendors across 17 unique Bluetooth chipsets, we uncover
systemic enforcement failures of the specification’s core security
requirements. Moreover, we show that the security failures we
have identified in the pairing protocol can be further cascaded,
amplifying their impact across the device ecosystem. Although
GFPS and Google’s Find Hub network are often treated as
distinct services within the broader Google ecosystem, we
show that failures in one can produce severe consequences in
the other. We demonstrate WhisperPair, a family of practical
attacks that enables unauthorised pairing, silent hijacking of
audio devices, and covert account binding that registers a
victim’s accessory to an attacker’s account, thereby enabling
persistent location tracking and stalking via Google Find Hub.
These vulnerabilities are not isolated incidents but symptoms
of systemic, ecosystem-wide gaps in implementation, validation,
and certification. Our analysis exposes that the source of these
flaws lies in GFPS’s reliance on fallible, application-layer state
checks rather than on cryptographic enforcement, allowing
them to propagate across vendors to the end users. To address
the root cause, we propose IntentPair, a lightweight protocol
modification that cryptographically binds the user’s pairing
intent into the key schedule, eliminating the vulnerability by
design. Our findings show how a small usability “add-on” can
introduce large-scale security and privacy risks for hundreds
of millions of users.

1. Introduction

Bluetooth accessories have become pervasive in every-
day life. Beyond audio headsets and earbuds, the ecosystem
now includes smart speakers, fitness trackers, watches, and
personal location trackers. These devices enhance conve-
nience by offering untethered access to communication,
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entertainment, and monitoring services. Yet they all rely
on a common entry point: the pairing procedure. Pairing
establishes a trust boundary between the device and the user,
determining which host is authorised to access microphones,
speakers, or location data. For accessories with constrained
interfaces, however, this process is inherently fragile. Many
have little more than a single button or LED, offering no
practical channel for secure code comparison. The result is a
persistent tension between usability and security: designers
strive for effortless “one-tap” pairing, but in doing so often
weaken the authentication guarantees that pairing is meant
to provide.

To bridge this usability gap, Google introduced the
Google Fast Pair Service (GFPS) in 2017. Fast Pair promises
a seamless experience: proximity-triggered setup, account-
based key distribution, and optional device-finding fea-
tures [1f]. It relies on Bluetooth Low Energy (BLE) for
device discovery and communication. In the Fast Pair model,
the peripheral (Provider) exposes a Generic Attribute Profile
(GATT) service, and the phone (Seeker) initiates pairing. By
design, Fast Pair hides Bluetooth complexity behind a famil-
iar interface, and paired devices can be synchronised across
a Google account. In principle, this design promises the best
of both worlds: fast setup and account portability. However,
while the security of the core Bluetooth protocols has been
studied extensively [2], [3], [4], [5]l, and recent work has
begun to scrutinise proprietary pairing ecosystems [6[], [[7]
and crowdsourced tracking networks [8]], the “add-on” pro-
tocols built atop them, such as Fast Pair, remain a critical and
largely unexamined blind spot. In particular, Fast Pair relies
on a simple but security-critical pairing state predicate: a
compliant Provider should accept a new unauthorised host
only when the device is explicitly in pairing mode. This
predicate forms the primary authorisation boundary of the
protocol.

Our findings challenge the GFPS security promise. We
show that many Fast Pair-certified” accessories violate the

*Certified by Google under their Fast Pair programme.
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intended trust boundary: Providers frequently accept unau-
thorised Key-based Pairing requests while in steady state,
bonding with an attacker host without the user ever entering
pairing mode or consenting. The consequences are imme-
diate. In a crowded commuter train, for example, a victim
wearing earbuds may suddenly find their call interrupted
as an attacker hijacks the device. The adversary can inject
audio or activate microphones. In another scenario, head-
phones that were never connected to an Android device
can be silently attached to the attacker’s Google account.
This represents a substantial attack surface, as it extends to
users outside the Android ecosystem, such as iPhone users
who use Fast Pair-certified accessories. Once attached, the
accessory is enrolled in Google’s Find Hub network, en-
abling covert tracking until the device is factory reset. This
leads to the victim’s complete loss of location privacy, as the
attacker can persistently track them without their knowledge
or consent. These attacks require only commodity hardware,
succeed within seconds at realistic distances, and affect
multiple vendors and chipsets, without any user interaction
or physical access. The core defect is the failure to enforce
the pairing state predicate. The downstream effects, such as
audio hijack, microphone access, and tracking, follow from
this initial violation.

We present the first security analysis of GFPS in the
field. Examining a wide variety of devices, we uncover
systemic failures to enforce the speciﬁcation’ﬂ core security
requirement: that a device must be in explicit “pairing
mode” to accept new hosts. Instead, the protocol’s secu-
rity relies on a fallible application-layer state check, where
firmware must verify that the user has intentionally entered
pairing mode before accepting a Key-based Pairing request.
This pairing state predicate is the central protocol invariant
that our analysis, tests, and attacks examine throughout the
paper. This check is frequently mis-implemented, allowing
flaws to propagate across the ecosystem. We leverage these
weaknesses to demonstrate WhisperPair, a family of practi-
cal attacks where a nearby adversary, using only commodity
hardware and without any user interaction, bypasses the state
check to perform unauthorised pairing. In a more severe
variant, we introduce a covert account-binding attack that
cascades from a Fast Pair flaw into a separate service,
Google’s Find Hub network. By exploiting the pairing de-
fect, an adversary can silently register a victim’s accessory
under their own Google account, achieving persistent, long-
term location tracking of the victim. Although Fast Pair and
Find Hub are designed as isolated features, we show how a
weakness in one propagates into the other, creating a broader
ecosystem risk. This paper studies the security and privacy
consequences of these enforcement failures in GFPS. We
argue that these vulnerabilities are not isolated bugs but
reflect a broader failure of ecosystem governance and quality
control across implementations, validation, and certification.
Our analysis of the entire GFPS lifecycle reveals that these

"The GFPS Specification defines Google’s documented Fast Pair pro-
tocol behaviour, message formats, cryptographic parameters and interfaces
used by certified devices.

flaws stem from reliance on policy-based enforcement rather
than cryptographic guarantees. Some vendors correctly im-
plement the intended invariant (that a Provider must verify it
is in pairing mode before accepting a new host), but many
do not. The inconsistency reveals a gap in both security
implementation and security compliance, and non-compliant
devices nevertheless pass validation and reach consumers at
scale. This leads us to our central research question:

Why do vendor implementations and certification
processes systematically fail to enforce security-
critical pairing requirements in Google Fast Pair,
and what are the resulting security and privacy
consequences for hundreds of millions of users?

Contributions

We provide the first detailed, in-the-wild security anal-
ysis of the Google Fast Pair Service and show how weak-
nesses in a usability extension propagate into severe security
and privacy risks across the ecosystem. Our main contribu-
tions are:

Empirical evidence of systemic enforcement failures.
We measure Fast Pair enforcement across 25 commercial
accessories from 16 vendors spanning 17 distinct Blue-
tooth chipsets from 7 chip-manufacturers. Many Providers
accept unauthorised Key-based Pairing requests while in
normal operation without explicit user action, violating
the intended pairing state predicate and breaking the trust
boundary between user and accessory.

Demonstration of practical attacks. We design and im-
plement WhisperPair, a unified attack family that exploits
these enforcement gaps to enable unauthorised attach-
ment, silent hijacking of active audio devices, microphone
access without consent, and covert account binding. The
covert bind silently registers a victim’s accessory under
an attacker’s Google account, enabling persistent location
tracking through Google’s Find Hub network. The attacks
use commodity hardware, require no user interaction, and
complete within seconds in proximity settings.

Root cause across design, implementation, validation,
and certification. We analyse specification guidance,
vendor implementations, and certification artefacts, and
trace the failures to a systemic origin. Fast Pair relies on
application-layer state checks rather than cryptographic
enforcement, and current validation and certification do
not verify the pairing state predicate. As a result, non-
compliant devices pass validation and reach the market at
scale, allowing weaknesses to persist across vendors and
firmware generations, thereby compromising the security
and privacy of hundreds of millions of devices.
Cryptographic enforcement of user pairing intent. We
design a lightweight protocol hardening, called IntentPair,
that cryptographically binds user pairing intent directly
into the Fast Pair key derivation. The modification ensures
that pairing succeeds only when the device is in pairing
mode or when the requester proves legitimate ownership,
thereby eliminating unauthorised attachment by design.



Responsible Disclosure

We followed established responsible disclosure prac-
tices, reporting our findings to Google, that acknowledged
the issues, accepted the vulnerabilities and classified them
as critical, their highest severity category [9]]. Further details
about our correspondence with Google and their mitigation
plan are provided in the Sect. at the end.

Artefacts

We provide an artefact bundle at https://github.com/KUL
euven-COSIC/WhisperPair| containing the test harness and
attack demonstration code for reproducibility. The artefact
requires only a host (laptop or Raspberry Pi) and the target
accessory to run the attacks reported in the paper. The
materials are intended for defensive research and authorised
testing, and to check whether a device is vulnerable.

2. Problem Statement

Bluetooth fast pairing intends to deliver two outcomes
simultaneously: frictionless user experience and preserva-
tion of the security properties that users associate with
explicit pairing. In the Google Fast Pair Service (GFPS) the
Provider, typically an audio accessory, exposes a GATT ser-
vice that accepts Key-based Pairing writes, and the Seeker,
typically a handset, initiates the pairing flow. The public
specification requires the Provider to ignore pairing writes
from unauthorised Seekers when the device is not in pairing
mode [1]. This pairing state predicate is the explicit state
boundary that should prevent unsolicited attachment during
steady-state operation.

Our work examines the hypothesis that this boundary is
not enforced consistently in certified devices and that the
ecosystem process intended to detect such violations does
not reliably do so. We are interested in the security and
privacy consequences for ordinary users at realistic ranges,
with commodity equipment, and without cryptanalysis of
encrypted host traffic.

2.1. Security Invariants and Security Goals

We formalise three protocol invariants, derived from the
GFPS specification and user expectations, that capture the
conditions a compliant implementation must uphold.

Pairing state predicate. A Provider accepts Key-based
Pairing writes if and only if it is in pairing mode, which
is a user-visible state entered through an explicit physical
or software action.

Ownership and account association. Binding to an ac-
count or adding a trusted host occurs only following an
explicit user action indicating reconfiguration.
User-facing signalling. Any change of trusted host or mi-
crophone availability should be accompanied by signalling
that an attentive user can perceive and act upon within
seconds.

We consider the relevant security goals to be confidentiality
of ambient audio near the wearer, integrity and availability
of the user’s audio session, and location privacy of the user.

2.2. Research Questions

We state our extended research questions explicitly and
structure the evaluation to address them.
RQ1 (Root cause). Why do certified Google Fast Pair acces-
sories diverge from the specification, including acceptance
of unauthorised Key-based Pairing outside pairing mode and
reusing nonces? Are these violations rooted in ambiguous
specification guidance, misplaced reliance on application-
layer state enforcement or gaps in compliance testing and
ecosystem validation?
RQ2 (Enforcement at scale). How consistent are GFPS
Providers in enforcing the pairing state predicate across
vendors, form factors, and chipset families?
RQ3 (User impact under realistic adversaries). Given
commodity equipment and ordinary environments, which
attacker capabilities, ranges and latencies are sufficient,
which user-facing cues occur, and which concrete harms
result (forced host takeover, microphone availability, covert
account binding and Google Find Hub enrolment)?
RQ4 (Validation signals and testability). Which observ-
able behaviours constitute a sound oracle for conformance,
and to what extent do current public validation artefacts
and certification practices exercise these behaviours? What
minimal prover—verifier checks would reliably detect non-
enforcement?
RQS5 (Mitigation and deployability). Can we harden GFPS
so that success is cryptographically conditioned on pairing
intent or ownership proof, while preserving wire compatibil-
ity and allowing asymmetric roll-out; and which changes to
specifications, vendor firmware, and lab tests are necessary
and sufficient?
RQ6 (Generalisability). Which lessons extend beyond
GFPS to other convenience-first pairing systems that inter-
leave state predicates, account features, cross-protocol and
cross-transport transitions?

2.3. Scope of Evaluation

We evaluate a diverse set of commercial accessories
spanning multiple brands, form factors, and chipset families,
and we use them to measure takeover latency, reliable range,
microphone availability without user consent, user-facing
cues, auto-recovery behaviour, and the feasibility of covert
account association where supported.

We also test robustness against malformed inputs such as
invalid elliptic curve points, which indicate implementation
hygiene though not required for our main claim. Devices
that enforce GFPS correctly are retained as negative controls
rather than excluded, highlighting that some devices meet
the specification and helping to identify which design or
validation choices cause others to fail.
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3. Background

This section introduces Bluetooth Classic (BC), Blue-
tooth Low Energy (BLE), and the Google Fast Pair Service.
BC and BLE serve as the foundation for the GFPS protocol.
We also introduce the Find Hub extension, which enables
location-tracking capabilities for compatible BLE devices.

3.1. Bluetooth Classic

The Bluetooth 5.4 specification [|10]], introduced in 2023,
defines two modes: Basic Rate (BR) and Low Energy (LE).
Enhanced Data Rate (EDR) is an extension to the BR mode
that enables higher data rates. The BR/EDR mode is also
called Bluetooth Classic, and is often used to transmit audio
between two devices, making it a popular choice for wireless
headphones and speakers.

Before data can be sent using Bluetooth BR/EDR, the
devices need to discover each other. Discoverable devices,
also called peripherals, listen for requests on an inquiry
channel. Central devices broadcast inquiry requests, to
which peripherals reply with their Bluetooth address and
the parameters required to establish a connection.

After this discovery phase, two devices can establish
a shared secret by pairing with each other. This shared
secret is also called the Link Key. While early versions of
the Bluetooth specification used insecure mechanisms for
establishing the Link Key, modern devices use an Elliptic-
Curve Diffie-Hellman (ECDH) exchange [[11]. While this
prevents attackers from deriving the key by passively eaves-
dropping, devices may still be susceptible to Man-in-the-
Middle (MitM) attacks. These attacks can be mitigated if a
secure association model is used.

The Bluetooth specification defines four association
models, depending on the Input and Output (IO) capabilities
of the devices. For example, the Numerical Comparison
model shows a six-digit number on both devices, and re-
quires the user to confirm the pairing if both numbers match.
This requires the devices to display a number, and have the
user confirm or deny the pairing. Because the numeric com-
parison values are derived from the underlying ECDH key
exchange, MitM attacks will result in a mismatch between
the values generated by the two devices. Alternatively, the
Passkey Entry model can be used if one of the devices cannot
display a number. If an alternative mechanism is available to
securely transmit data, the Out of Band model can be used.
Finally, the Just Works model is similar to the Numerical
Comparison model, but it does not show a number to the
user. While this is the only option for certain devices, it does
not protect against MitM attacks.

After establishing a (secure) connection, devices can
exchange information as specified by a profile. A Bluetooth
profile describes an interface that devices can use to interact
with each other. For example, the Advanced Audio Distri-
bution Profile (A2DP) specifies how audio can be streamed
from one device to another.

3.2. Bluetooth Low Energy

In 2010, the Bluetooth 4.0 specification [[12]] introduced
Bluetooth Low Energy (BLE), aiming to bring Bluetooth to
resource constrained environments. Similarly to Bluetooth
BR/EDR, a BLE device can implement profiles to exchange
information. The Attribute Protocol (ATT) allows a device
(the server) to expose a set of attributes to another device
(a client). Clients can read or write to an attribute, and
they can register for notifications when the attribute value
changes. Every attribute has a value, type, permissions,
and a handle. The handle is used to uniquely identify the
attribute, and is sent when the client wants to perform a
read or write operation. The set of permissions can be used
to enforce encryption or authentication before an attribute
can be read or written. The attribute type is a Universally
Unique Identifier (UUID) that specifies what kind of value
the attribute represents. ATT does not place constraints on
the attribute value, as this should be specified by higher-level
profiles like the Generic Attribute Profile (GATT)

GATT builds upon ATT by hierarchically structuring
attributes using profiles, services, and characteristics. A
GATT profile specifies how data is structured using ser-
vices. For example, the Blood Pressure Profile specifies
how devices should expose blood pressure measurements.
It requires two services: the Blood Pressure Service and
the Device Information Service. The goal of a service is
to provide some functionality of the device using char-
acteristics. A characteristic represents a data value along
with some properties that specify how it should be accessed
or modified. For example, the Device Information Service
contains a Model Number characteristic. This characteristic
should contain the model number of the device, and it cannot
be written by a client. While some services are standardised
by the Bluetooth Special Interest Group (SIG), GATT also
enables manufacturers to implement proprietary protocols,
such as Google Fast Pair.

3.3. Google Fast Pair Service

The Google Fast Pair Service, introduced in 2017,
streamlines Bluetooth pairing to improve user experience.
Originally designed for Android, it now extends across
the Google ecosystem, including ChromeOS. Without Fast
Pair, users must manually select an accessory in Bluetooth
settings and, depending on the association model, verify
a numerical passkey. Fast Pair automates this process by
discovering nearby devices and enabling pairing with min-
imal interaction. Rather than replacing the BR/EDR pair-
ing process, it acts as an add-on that establishes a secure
pairing without user interaction. Fast Pair uses BLE and is
implemented as a custom GATT profile. GFPS defines two
roles: the Provider and the Seeker. The Provider acts as a
GATT server, typically an accessory such as headphones,
while the Seeker, usually a smartphone, operates as the
client initiating pairing. Although the specification is public,
manufacturers must register their accessories with Google
before distributing them commercially.
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Figure 1. The pairing process of Fast Pair between a Provider and a Seeker.
Steps described in the Fast Pair specification are shown in solid lines, while
the parallel BR/EDR pairing procedure is denoted using dashed boxes.

3.3.1. Model Registration. Upon registering an accessory
with Google, manufacturers receive a 24-bit Model ID and
an Anti-Spoofing public/private key pair. The key pair is used
to derive a shared secret during the Fast Pair procedure, and
is static for each model. The private key should be stored
securely on the Provider, while Seekers can retrieve the
public key of a model by calling a Google API. Before the
public key of an accessory is made available on this API, the
model needs to be certified by Google. This process involves
self-tests using a validator app, and shipping the device to
a certified 3rd party lab. The goal of the certification is to
ensure that the Fast Pair specification is implemented cor-
rectly, before the accessory is made available to consumers.

3.3.2. Initial Pairing. Figure [I)illustrates the initial pairing
procedure between a Provider and a Seeker. Messages are
exchanged through notifying and writing to GATT charac-
teristics. Each message includes a random nonce to prevent
replay attacksﬂ

When a Provider enters pairing mode, it begins broad-
casting its Model ID using the Fast Pair service UUID. Seek-
ers continuously scan for such advertisements and prompt
the user to pair when a nearby Provider is detected. A
Google API returns metadata for a given Model ID, includ-
ing the Anti-Spoofing public key. If the user opts to proceed,
the Seeker initiates the Fast Pair procedure.

Rather than immediately performing BR/EDR pairing,
the Seeker first establishes an unencrypted BLE connection
to the Provider. It generates an elliptic curve public and
private key pair on secp256rl, and performs an ECDH
exchange with the Provider’s Anti-Spoofing public key. The
shared secret is processed by SHA-256, and the first 128
bits form the Anti-Spoofing AES key . This key is used
to encrypt subsequent BLE messages, and we refer to it
as the session key. The Seeker then writes to the Key-
based Pairing (KbP) characteristic, transmitting an encrypted
payload -<708a" together with the public key PKjp that
was used to derive . The encrypted payload contains a
nonce, the Provider’s BLE address, and some connection
parameters.

Upon receiving a write request that includes a public key
on the KbP characteristic, the Provider checks whether it is
currently in pairing modeﬂ Then, it derives the same session
key using its private key SK» and the received PKg. The
Provider decrypts the payload and verifies that it contains
its own BLE address. If the check succeeds, the session
key is stored for the remainder of the BLE connection. The
Provider replies with a message <p33a containing a fresh
nonce and its BR/EDR address.

Once the Seeker receives and decrypts <0337, it
begins BR/EDR pairing in parallel with the already es-
tablished BLE connection. To ensure the pairing uses Nu-
merical Comparison as the association model, the Seeker
sets its IO capabilities accordingly. If the Provider receives
a BR/EDR pairing request whose IO capabilities do not
support numerical comparison, it must reject the pairing.
If the pairing proceeds, the Provider awaits a write to the
Passkey characteristic.

As part of the BR/EDR pairing procedure, the Provider
and Seeker each derive a passkey based on the exchanged
cryptographic keys. The purpose of these passkeys is to
prevent MitM attacks, as the presence of an attacker would
cause the two parties to derive different passkeys. This
passkey derivation process is described in the Bluetooth
Core specification [[10] and occurs independently of Fast
Pair. However, rather than requiring the user to visually

“While the specification incorrectly calls these values salts, we refer
to them as nonces.

$This check constitutes the critical authorisation predicate of initial
pairing: if it is omitted or mis-implemented, an unauthorised Seeker may
be accepted as a legitimate host.



compare the passkeys, Fast Pair automates this veri catioHub network! Find Hub uses crowdsourced location data
by exchanging the keys over BLE. from Android devices to track location tags, smartphones,
When the BR/EDR pairing process halts to wait for and accessories that implement its extension. This extension
passkey conrmation, the Seeker encrypts and sends itsitroduces éeacon action$SATT characteristic. As in the
passkey to the Provider. The Provider decrypts this valuénitial pairing process of Sect. 3.3.2, the BLE connection
and compares the received passkBB:4glwith its ex-  remains unencrypted; instead, each write to the characteristic
pected passkeY0BB:44+ The pairing should be conrmed must carry an authentication tag computed with the MAC
only if these match, but the Provider must always send algorithm HMAC-SHA256, using a key derived from the
reply containing?0BB:4+ The Seeker then compares its user's account key. To ensure that only the legitimate owner
expected passkey with the value returned by the Provideran enrol a device into Find Hub, the Provider designates a
and con rms pairing only if the two match. single Owner Account KeyOAK), selected as follows.
Once BR/EDR pairing is complete, the Seeker generates When a Provider supporting Find Hub is paired for the
a fresh 128-bitaccount keyO: and transmits it to the rst time, the account key written during that pairing is
Provider, encrypted under the session keyThe Provider marked as the OAK. The designation is permanent and can
decrypts and stores this long-term key in non-volatile mem-only be cleared by factory resetting the Provider. Since all
ory, enabling automatic re-pairing by other devices associauthentication keys for Find Hub provisioning messages are
ated with the same user account. derived from the OAK, only a Seeker holding this key can
initialise the accessory as a Find Hub beacon. An OAK is
3.3.3. Account Keys and Subsequent PairingAccount  selected only when an accessory is paired with a Fast Pair
keys allow an accessory to be associated with a usersompatible Seeker.
Google account. When the Provider is active but not in
pairing mode, it advertises aaccount key lterinstead of 4 protocol Security Tests
its Model ID. The advertisement payload contains a Bloom
Iter [13] over the hashes of all stored account keys, each
combined with a nonce that is regenerated whenever thgai
Provider rotates its BLE address. This nonce appears on%

in the a_dverhgement and IS never reused. It allows Seeke.ti'ﬁanufacturers to partner with System Integrators that offer
to test, in a privacy-preserving manner, whether any of theigpy 5 eaging the integration of Fast Pair [15]. Since Fast
locally storgd account keys match those hglq by thg PrOVidefi’air enables device pairing, audio switching, and location
If a match is det_ecte_d, the See_kgr may Initiate pairing eve[Pracking, validating the correctness of an implementation is
though the Provider is not explicitly in pairing mode. critical. Our methodology began by manually analysing the
In this subseque.nt pairing path, the See_ker uses Its Iongb'ublic Fast Pair specication and identifying a small set
term account keyO: directly as the Session _key rather of security-critical invariants whose violation could enable
than generating an ephemeral key pair. Its initial messaggy,, thorised attachment or weaken trust establishment. We
therefore contains no pUb“C ke3Kp. Upon receiving such then operationalised these invariants as concrete confor-
a message, the Pronger attempts decryppon qnder ea‘?ﬁance tests and implemented them in an automated test
stored account key until one produces a valid plaintext thay,, e that we executed in a controlled setting. Rather than
parses correctly as a raw request and_ contains the I:)rov'dera’i‘ftempting an exhaustive analysis of all Fast Pair behaviour,
BLE address. Only that account key is then adopted as thﬁﬂs section focuses on three such tests: pairing state predi-
ate enforcement, nonce reuse, and invalid curve handling.

active session key for the connection. After this point, theC
remaining steps mirror the initial pairing shown in Fig. 1. These tests are not intended to be exhaustive and do not rule
Yout further protocol- or implementation-level issues.

While Google ensures that Android devices support Fast
r, manufacturers need to provide their own implementa-
n of a Fast Pair Provider. Google strongly recommends

The crucial distinction between initial and subsequen
pairing is therefore the presenceRKg in the rst message.
A public key indicates that an unauthenticated Seeker is
attgmpting % pair, whereas its absence allows the Providét-1- Threat Model
to check whether the requester holds a known account key. .

Providers should only accept messages from unauthenticated OUr test suite adopts the same threat model as the
Seekers when they are explicitly in pairing mode. By con-Fast Pair speci cation, which corresponds to the .standard
trast, subsequent pairing outside pairing mode is intendefolev—Yao model [16]. The adversary is a proximal at-

to be authorised by possession of a valid account key. Thifcker equipped with a commodity smartphone, laptop, or
mechanism enables trusted devices to connect without ford¥aspberry Pi that supports BLE and BR/EDR. Such an
ing the Provider back into pairing mode, a design intendedattacker can operate in public or semi-public environments,

to reduce user friction [14]. including trains, cafs, of ces, corridors, and lecture halls.
The adversary has no physical access to the victim's devices
3.4. Find Hub Network Extension and no prior pairing with the accessory. However, they can

. . . . Not every successful Fast Pair attachment yields tracking capability.
The F_aSt Pa_-” speci cation d? nes several optional €X-This requires Find Hub support and the corresponding owner account key
tensions, including battery reporting and support for the Findtate.



scan BLE advertisements, establish a GATT connection teonnection and write to the Key-based Pairing characteris-
any Provider within range, issue writes to the Key-basedic. This characteristic remains discoverable outside pairing
Pairing characteristic, and initiate a BR/EDR connectionmode, allowing already trusted devices to pair automatically.
whenever the Provider transitions to the corresponding stat§o prevent unauthorised Seekers from pairing, the Provider
Attack Preconditions. The attacks described in this work should check whether it is in pairing mode upon receiving
require the following conditions to hold: (i) the target device any write that contains a public key. Incorrect enforcement
is powered on, (ii) the target device supports the Googlaloes not affect legitimate pairing, yet it is central to security.
Fast Pair protocol, (iii) the attacker is within BLE com- To validate this behaviour, we consider a Provitighat
munication range, (iv) no prior pairing, shared secrets, ois already paired to a Seekér When not in pairing mode,
trusted relationship exists between the attacker and the targétadvertises an account key lIter rather than its Model ID.
device. These preconditions re ect the intended operatingAlthough the Model ID is absent from these advertisements,
environment of Fast Pair and are consistent with real-worldhe BLE address remains visible, allowing us to connect
usage scenarios. In addition to these conditions, the state ahd write to the Key-based Pairing characteristic. Deriving a
the target device determines which attacks can be performesalid session key also requires the Provider's Anti-Spoo ng

Pairing State Predicate Enforcement.(Sect. 4.3) This Public key. _ S _
attack requires no user interaction. It assumes the device EVery Fast Pair model has a static Anti-Spoo ng key pair
is not in pairing mode, but this is not a strict requirement(Sect. 3.3.1). Android devices obtain the corresponding pub-
as the attack remains viable regardless. lic key through an undocumented Google API that accepts a
Nonce Reuse and Invalid Curve Attacks(Sections 4.4 Model ID as input. Since Model IDs occupy a 24-bit space,
and 4.5) These attacks require the device to be in pairin%” certied models can be enumerated by querying this
mode, triggered by a device-speci ¢ physical interaction/AP!- Although the Provider broadcasts its Model ID only in
such as pressing a button. pairing mode, the same value can be retrieved by reading
Find Hub Network Enrolment. (Sect. 5.2) Unauthorised the Model ID characteristic. In practice, several devices also
enrolment in the Find Hub network requires that the target€ak the model name in advertisements, which can reveal the
device has not yet selected an OAK. This explicitly targets'D-

devices that have never been paired with an Android After recovering the Model ID and public key, we
device. generate an ephemeral secp256rl key pair, compute the

ECDH shared secret, apply SHA-256 to its x-coordinate, and
truncate to 128 bits to obtain the Anti-Spoo ng AES key.

The 16-byte pairing request payload contains the Provider's
BLE address, a nonce, and ags, encrypted under AES-128

ravﬁecasgrl%mgntgﬁtspffvfgr-ggf dmgg?nthea?l;b l;cn(ggg;(;n ECB mode” The request is formed by concatenating this
grapni P y Inng uncti iphertext with the ephemeral public key.

level, including ECDH on secp256rl and symmetric key We enable noti cations on the Key-based Pairing charac-

derivation as specied in the public documentation. We eristic and send the write request while the Provider is not

do not assume access to vendor source code, proprietay pairing mode. Since the request contains a public key,
certi cation materials, or private keys. Our tests do not relya compliant Provider must ignore it. Any reply indicates

ﬁgnk_)gzen%zng :)r kern_tel vuInerab;It[Ues, r\‘/?/r %n Jamtmlptg O%hat the pairing state predicate is not enforced. Such a reply
rd transmit power settings. We do not attemply, iaing the Provider's BR/EDR address, encrypted under
to decrypt legitimate handset traf ¢ or perform any crypt- the derived session key. Figure 2 summarises the work ow;

analysis of it. Our goal Is to identify |mplem§ntat|on aWSdsubsequent protocol steps follow the normal procedure de-
and protocol-level oversights that allow pairing to procee <cribed in Sect. 3.3.2

while still compromising security. For instance, a Provider
that fails to encrypt a required payload as required, will
simply cause theygeeker Ctlo rejecpt t};e exchang%, which wé'4' Nonce Reuse
assume would be caught during certi cation. Such cases fall
outside our scopkThe remainder of this section introduces
three compliance tests: pairing state predicate enforceme
nonce reuse, and invalid curve handling.

4.2. Assumptions and Non-goals

The Fast Pair speci cation mandates that each message
include a nonce. Providers should validate nonces to reject
plays, or alternatively, rotate their BLE address before the
next pairing request. Because the address is embedded in the
o ] initial message, any request containing an old address should
4.3. Pairing State Predicate Enforcement be ignored. Our second test evaluates whether manufacturers

prevent replays by validating nonces or rotating addresses.
A normal Fast Pair procedure begins when the Provideive consider a Provide¥in pairing mode that advertises
advertises its Model ID. Seekers can then open a BLErast Pair support through its Model ID. As in Sect. 4.3, we

IMore generally, our methodology is designed to test a targeted set of **We note that ECB here is used only for a single xed-size block
protocol-conformance properties and should not be read as ruling out othevithin the protocol and therefore does not by itself imply the standard
protocol-level or implementation-level weaknesses beyond those capturembulti-block pattern leakage associated with ECB, and our attacks do not
by the three tests below. rely on ECB misuse.



Provider isnot in pairing mode yet still advertises the S. WhisperPait A Famlly of Practical Attacks
Fast Pair service (pairing characteristic remains writablg

N

This section uses the failures exposed by the con-
\d formance tests in Sect. 4 to develdfphisperPair We
Attacker derives a session key, builds an encrypted demonstrate two practical attacks that follow from non-
Key-based Pairing request and writes it over BLE enforcement of the pairing state predicate in Google Fast
Pair [1]. Furthermore, we examine a set of secondary abuse
Y patterns that emerge from the same root cause or from
Provider should apply the pairing state predicate: related robustness issues. We show what happens when the
discard the request unless pairing mode is active security compliance tests discussed before fail, and what
the security and privacy implications are for hundreds of
y millions of users. Our aim is to show how a single vio-

he at AkVU't”efab'e |P{°Vti€erhmpéieﬁ’ ;"OWLT? e contlol lated state predicate results in serious privacy and security
© aftacker fo comprete fhe handshake and take conflo risks. Throughout, we assume the threat model presented in
Sect. 4.1. To illustrate WhisperPair in practice, Fig. 3 shows

Figure 2. High-level ow illustrating enforcement of the pairing state iniaet i iri
predicate. A compliant Provider ignores the unsolicited Key-based Pairin Eve (the attacker) injecting an unsolicited pairing request to

write when not in pairing mode, whereas a vulnerable Provider processg§0b (the earbUdS) while they are still connected t.o Alice
it and pairs with the attacker. (the user); the earbuds accept the request, establish a new

Bluetooth session with the attacker, and can then be operated
without the owner's knowledge. Later, in Sect. 6, we explain

obtain the public Anti-Spoo ng key using the Model ID and how we demonstrated and evaluated our attack in detail.
derive a fresh AES key from an ephemeral secp256rl key

pair. The pairing request is then built using the Provider's 5.1. Forced Audio Takeover Outside Pairing Mode
current BLE addres®; and nonceB o
After connecting to% enabling noti cations, and send-
ing a write request, the Provider replies with its BR/EDR
address. Instead of proceeding, we resendf the Provider
again responds, it indicates that reused nonces are not
tected within the same connection. This behaviour is no

strictly non-compliant, as the speci cation allows vendors process such writes when advertising account-data beacons

to r\?\% ?rlltgr?rd?sr::c:]r?:ecéat F[:)afektlrt]r?eolgr%r\]/igggif':tggurzrr]ﬁo mrather than pairing beacons. Once the Provider accepts the
BLE address fronD; to O,. Since< embeds0y. it should write, it completes ECDH with the attacker's public key,

be invalid in a new connection withy. If the address is not derives the session key, and transitions to BR/EDR attach-

rotated,< can be replayed after reconnection. Even when

rotation occurs, replaying messages over a new unauthenti-
cated BLE link remains possible, as Fast Pair provides no
link-layer integrity.

The primary consequence dNhisperPair is that a
nearby unauthorised host can compel a Provider to attach
while the Provider is in steady state. The speci cation

quires Providers to reject Key-based Pairing writes unless
hey are in pairing mode [1], yet most certi ed devices still

4.5. Invalid Curve Check
(a) Normal connection.

Fast Pair uses ECDH on secp256r1 to establish a session
key. In contrast to TLS, which includes a negotiation phase
for selecting the curve [17], Fast Pair xes the curve and
requires the Provider to compute ECDH using the Seeker's
public key. If the Provider does not verify that this public
key lies on secp256r1, it becomes susceptible to the invalid
curve attack [18]. Such attacks have been demonstrated on
TLS-ECDH [18], Bluetooth [19], and Wi-Fi [20].

To test whether a Provider performs this validation, we
follow the method of [18]. We select a public key on a
different curve such that any ECDH computation results in
one of three possible session keys. Using each candidate
key, we craft a pairing request with an encrypted payload
derived from that key and send it as a write request. If thdigure 3. The WhisperPair hijack. (a) A benign Bluetooth session: Alice's

: : e one streams audio to her earbuds. (b) Eve exploits Fast Pair, launching
Provider replles to any of these messages, It indicates th@ghisperPairto initiate an unsolicited pairing with the same earbuds. (c) The

it accepts public keys not on secp256r1, and therefore doggack succeeds: Eve completes an unauthorised session and takes control
not validate the curve membership of the Seeker's key.  of the earbuds.

(b) WhisperPair launch. (c) Device hijack succeeds.



ment. The attacker then completes the Bluetooth numeri6.3. WhisperPair Attack Implications
comparison stage and the accessory bonds to the attacker's
Seeker. The weaknesses exposed WhisperPairdirectly affect
The immediate effect is an abrupt hijack of the audiohundreds of millions of users who rely on Fast Pair compat-
device. The legitimate host loses the stream instantly oible accessories across Android, iOS, and other platforms.
whenever the attacker requests a switshdioSwitch, often  In this subsection, we outline the resulting harms, showing
with only a brief audible cue. Control returns only after how a seemingly small design oversight in the pairing layer
a delay or manual intervention. The adversary can starscales into widespread security and privacy risks.
playback immediately and, for many models, gains micro-  Short-window ambient audio capture. A practical ad-
phone access without any prompt on the victim's handsetversary does not require continuous control to cause privacy
The entire attack completes within seconds, as measured loss. We can trigger a recording intent, and capture ambient
Sect. 6, and requires only commodity equipment, makingspeech from the environment around the wearer, connect,
it practical in environments such as trains, classrooms andisconnect and again reconnect in a short window. This
open of ces. attack is subtle because the accessory often auto-reconnects
The harm is not limited to availability. Playback control to the legitimate host extremely quickly, which reduces
enables the adversary to inject audio at sensitive momentsuspicion, yet the adversary accumulates intelligible frag-
suppress alarms or spoken instructions, or trigger actions iments. The result is a privacy harm in shared environments,
applications that rely on auditory cues. When microphonesncluding meeting rooms and public transport, and does not
become available immediately after bonding, the attackedepend on decrypting any handset traf c.
can escalate from nuisance to privacy harm by recording Social engineering through voice injectionA takeover
ambient speech near the wearer without any interaction witlluring an active call or meeting lets an adversary inject
the victim's smartphone. The takeover also undermines corbrief prompts that in uence the victim's next action, such
user expectations of pairingJsers assume that a stable as rejoining a meeting, approving a multifactor request, or
accessory will not attach to a new host unless they explicitlycalling back a contact. Because the audio comes through the
enter pairing modeThe observed behaviour violates this victim's trusted accessory, it appears legitimate. The attacker
assumption in a way that is dif cult for users to detect.  learns no session keys, but the integrity of the audio channel
is compromised, creating a genuine security risk in settings
5.2. Covert Account Binding & Location Tracking  where users rely on spoken cues to make decisions.
Crowd-level denial of audio. With only commodity
The secondVhisperPairattack appears when an acces-hardware and minimal timing, a single adversary can disrupt
sory implements the Android device- nding extension for many users in quick succession. Walking through a lecture
GFPS [1]. This extension allows accessories to be associat@g|| or train carriage, the attacker can trigger repeated short
with a Google account for crowdsourced location trackingtakeovers, creating a low-cost denial of service that affects

via the Find Hub network. The association is represented byarge groups with little risk of detection and does not rely
an account key. In principle, this supports owners who wistpn |aboratory conditions.

to locate misplaced devices. In practice, non-enforcement of  Audio switching and multipoint manipulation. Mod-

the pairing state predicate allows a nearby adversary to agln accessories support multipoint attachment and audio
as the rst writer of that account key, to be recognised as th&yitching across several hosts. When the pairing-state pred-
device owner, for accessories whose owners are not Androigate is not enforced, an adversary can join as an additional
users or who have never enrolled the device, such as iOfgst and preempt the owner by requesting switches at chosen
users. Once the accessory accepts the attacker's account kihes. In Sect. 6 we examine whether switching can be
it becomes IOg|Ca”y attached to the attacker's account. ) forced from idle, how often an attacker can pre-empt p|ay_
This leads to a qualitatively different harm from audio pack, and whether multipoint support prolongs the hijack
takeover. Covert binding turns a brief proximity attack into state. These results show how convenience features amplify
persistent location tracking and stalking that continues untife underlying weakness.
the accessory is factory-reset. The owner receives little or Stalking and covert tracking at scale.The most severe
no noti cation because the operation targets the accessofynplication is cross-ecosystem surveillance. By binding a
rather than the phone. In our experiments, tracking appearggctim's accessory to an attacker accouMhisperPairturns
soon after binding, survived normal case open and closge victim's own hardware into a tracker within Find Hub.
cycles, and persisted across daily use. Even when a delayqghis affects users outside the Android ecosystem, including
CI’OSS-plathI‘m anti'stalking alert eVentUa”y appeal’s, it |den'|OS users Who never Opted into Google's device_ nding fea-
ties the victim's own accessory, which many users may tyres. The tracking is silent, persists across normal use, and
dismiss as a benign glitcH. Across multiple models, our  stops only after a factory reset. The attack takes only a few
results show how a convenience feature can be repurpos@g@conds without any prior assumptions or interactions. An
against users who never chose to participate in the ecosygttacker can sit in a crowded place (such as airports or train
tem. stations or inside public transport) and launch WhisperPair
In our experiment, an attacker tracked a victim for 48 hours beforet0 immediately track numerous victims in a given Bluetooth
the anti-stalking alert was triggered. range, without them knowing.



Hearing safety and situational awarenesskinally, we  supports manual entry. Because most accessories advertise
consider harms that touch on safety. A forced takeovetheir model name, an adversary can alternatively infer the
permits the adversary to inject high-volume audio or toModel ID using the complete list of certied Fast Pair
toggle noise control modes such as active noise cancellatiotevices.
or transparency, with obvious safety consequences in trafc  Once the Model ID was known, we followed the pro-
and other settings. cedure in Sect. 4.3 to initiate unauthorised pairing. We sent

From single-device hijack to ecosystem riskTaken a standard pairing request containing an ephemeral public
together, these attacks show that one violated predicateey. A vulnerable Provider replies with its BR/EDR address,
at the core of GFPS leads to harms spanning nuisancenabling us to start pairing. We completed the procedure by
denial of service, privacy loss, and safety risk. They sucwriting the numerical passkey to the appropriate characteris-
ceed without breaking link encryption or privileged OS tic. After BR/EDR pairing succeeded, we wrote an account
components, and they appear across vendors and chipdely to the Provider, allowing us to generate the authentica-
families. Certi cation is therefore central: if validation does tion codes needed for particular Fast Pair extensions.
not exercise the required state predicate, vendors will ship
devices that pass functional testing yet fail to meet essenti
security expectations. In Sect. 7.1 we show how currenag
validation misses these behaviours and how modest changﬁ
to rmware checks and test procedures could enforce th%
intended boundary.

.1.3. Audio Switching. Unauthorised pairing does not
|[ways disconnect the victim. Providers that support mul-
Boint can maintain simultaneous connections to several
osts. Behaviour varies by model: some switch to the at-
tacker immediately, while others change hosts only after the
. victim pauses audio. Even without multipoint, a Provider
6. Methodology and Evaluation may keep the victim's connection active. TAedio Switch

extension further allows supported Providers to switch be-

Fast PaII’SEVICES mUStlfaSS Icertl c?tipn before reachr:ngween Seekers automatically based on inferred user actions,
consumers. Because small implementation errors can hayghich an attacker can exploit once paired.

igﬁiste%m;aclcgggﬁés Vl\:iincort]ﬁgCtt:sdtsainlfrltr)%i_c?gc?l?n Sst:(i{ Ol This extension enables supported providers to automat-
) . N 9 : ) %Cally switch between seekers based on user actions. After
This section describes our experimental setup, the procedu iring with a Provider, we tested whether the Audio Switch
for executing each test, and the results obtained from o Extension can be abused. Each Audio Switch message must
evaluation. include a Message Authentication Code (MAC) derived

. from a session nonce and an account key. Using the account
6.1. Experimental Setup key written earlier, we generated valid MACs and were
able to force the Provider to disconnect from the victim.
: : An attacker can also trigger a reconnection to the victim.
the BlueZ Linux API to read and write GATT charac- +yoqe yransitions are indistinguishable from ordinary Blue-

teristics. Alongside the compliance tests, we implementeg,h gisconnects because the interruption lasts only a few
practical attacks to assess whether a device can be hijacked .o

or tracked by an adversary.

We implementedVhisperPairon a Raspberry Pi 4, using

6.1.1. Collecting Device Information.Fast Pair accessories 6.1.4. Find Hub Provisioning. To test whether a Provider
advertise their Model ID, but pairing requires the corre-can be covertly tracked, we attempted to enrol vulnerable
sponding Anti-Spoo ng public key. By intercepting Android devices into the Find Hub network. Enrolment is only
network traf c, we identi ed the API used to retrieve Fast possible if the attacker's account key is marked as the
Pair metadata, including public keys and internal producfOwner's Account Key (OAK), which corresponds to the
names. Although the API applies IP-based rate limiting, werst account key written to the Provider and can only be
bypassed it by issuing requests from multiple IP addresse§leared by a factory reset. Android devices automatically
enabling us to compile a complete list of certied mod- Write an account key after pairing, preventing later keys from
els. While the API only returned data for models markedbeing marked as the OAK. However, users who never pair
“published”, we observed one device that had not yet beeiheir accessory with an Android device leave the rst-writer
publicly announced. position available to an attacker.

For each device supporting Find Hub, we factory-reset
6.1.2. Unauthorised Pairing.To test whether a device can the Provider and initially paired it to a non-Android de-
be hijacked, we implemented the pairing state predicat@ice. We then carried out the attack from Sect. 6.1.2,
check from Sect. 4.3. Before each attempt, the accessofyut completed the BR/EDR pairing using an Android de-
was connected to a normal Android device and not in pairingrice. Because the Provider is not BR/EDR discoverable
mode. We scanned for nearby BLE devices advertisindgn this work ow, we used an Android API to pair using
Fast Pair data, selected a target, opened a connection, atite Provider's BR/EDR address. After pairing, the Android
read the Model ID characteristic. As many devices did notdevice automatically prompted us to add the accessory to
expose this characteristic correctly, our implementation alséind Hub.



TABLE 1. EVALUATED DEVICES WITH THEIR BLUETOOTH CHIPSETS AND THE OUTCOME OF THE SECURITY EVALUATIONSYMBOL LEGEND: O NOT

VULNERABLE, @ VULNERABLE,

FEATURE NOT SUPPORTED NOT APPLICABLE. FOR SELECTED COLUMNS THE SYMBOLS CONVEY EXTRA DETAIL.

Hijack: 0 BLOCKS UNSOLICITED PAIRING, © PAIRS BUT AUDIO STAYS WITH THE VICTIM, @ FULL TAKEOVER (FORCE DISCONNECTS THE VICTIN;
Nonce Reuse> VERIFIES NONCES © ACCEPTS A REPEATED NONCE ONLY WITHIN THE CURRENT SESSIQM ACCEPTS ANY REPEAT
Time DURATION OF THE HIJACKING PROCEDURE IN SECONDS

Device Information Chip Information WhisperPair Attack Post-Hijack Replay
Manufacturer Model Type Manufacturer ~ Model Hijack Find Hub  Time [s] Mic Switch  Nonce Reuse
Apple Beats Solo Buds Earbuds MediaTek MT2827SA o o .
Google Pixel Buds Pro 2 Earbuds Google Tensor Al ° ° 6.89 ° ° o
Jabra Elite 8 Active Earbuds Airoha AB1585 ° 32.01 . o
JBL Tune Beam Earbuds Bestechnic BES2600Z . 6.91 . D)
Marshall MOTIF 1l A.N.C. Earbuds Airoha AB1588Q ° 9.49 ° ° °
Nothing Ear (a) Earbuds Bestechnic BES2600Z . 38.80 ° ° ©
OnePlus Nord Buds Pro 3 Earbuds Bestechnic BES2700ZP o© 10.19 . ©
HP Poly VFree 60 Earbuds Qualcomm QCC5171 o o o
Redmi Buds 5 Pro Earbuds Airoha AB1577SA ° 8.32 . ©
Soundcore Liberty 4 NC Earbuds Realtek RTL8976 ° 15.27 . .
Sony WF-1000XM5 Earbuds MediaTek MT2833 D) . 9.43 . . .
Audio-Technica ATH-M20xBT Headphones Qualcomm QCC3056 o o ©
Bose QuietComfort Ultra Headphones Qualcomm QCC5181 o o o
JBL Live 775 NC Headphones Qualcomm QCC5171 © 7.62 ° ©
Marshall Major V Headphones Airoha AB1588 ° 11.70 ° ©
Sonos Ace Headphones Qualcomm QCC5181 o o o
Sony WH-1000XM4 Headphones MediaTek MT2811 . 9.69 ° .
Sony WH-1000XM5 Headphones MediaTek MT2822 . . 12.38 . . .
Sony WH-1000XM6 Headphones MediaTek MT2833 © . 12.94 . ° ©
Sony WH-CH720N Headphones MediaTek MT2822 ° 7.46 ° °
Bang & Olufsen Beosound Al Speaker Qualcomm QCC5127 o ¢} o
Jabra Speak2 55 UC Speaker Qualcomm QCC3056 o o o
JBL Clip 5 Speaker Actions ATS2835 ° 36.19 °
JBL Flip 6 Speaker Actions ATS2835 o o
Logitech Wonderboom 4 Speaker Qualcomm QCC3040 ° 11.96 ©

Once enrolled, the Provider starts advertising ephemeral Switch: on accessories that support audio switching, can
identi ers that nearby Android devices scan and report to the attacker move playback between the legitimate host
Google. As the Provider has been added to the attacker's and the attacker's device?

Google account, these location reports are forwarded to thendependent protocol checks:

attacker, enabling covert tracking of the victim. Nonce Reusedoes the accessory correctly enforce nonce
freshness, i.e. does it reject repeated nonces as discussed
in Sect. 4.4?

Invalid Curve: does the accessory verify that the peer's

To cover a broad range of brands and device categories, public key lies on the correct elliptic curve, as outlined in
we tested earbuds, headphones and speakers from multipleSect. 4.5?
vendors. Table 1 lists the 25 accessories evaluated, represefiie results appear in Table 1, except for the Invalid Curve
ing 16 manufacturers, which, to the best of our knowledgecheck, which is omitted because every device passed it.
encompass all major audio brands that currently offer Fast Of the 25 accessories tested, 17 (68%) fail the pairing-
Pair support. Because GFPS functionality also resides istate predicate, as shown by the half- or full-circle symbols
the Bluetooth system-on-chip, we identi ed the underlying in the Hijack column. Although multipoint behaviour varied,
17 distinct radio hardware chipsets from seven differeni@ll non-multipoint devices disconnected from the victim af-
vendors. ter our attack. On every hijacked device we could access the

With respect to the attacks, we evaluated several dimenmnicrophone, yielding a 100% success rate. Google's Find
sions and grouped them by the capabilities they expose. Hub feature remains new and is not yet widespread [21]:
WhisperPair attack: only four evaluated models support it, and all four could

Hijack: can the attacker take control of the accessory? be silently bound to the attacker's account for covert track-
Find Hub: on accessories compatible with Google's Finding. Audio switching is available on six devices and was
Hub network, can the attacker bind the accessory to theiexploitable on all six. For each vulnerable model, we ran
own Google account for covert location tracking? the hijack ve times and averaged the takeover time; these
Time: how long does the hijacking procedure take invalues appear in the Time column. All measurements were
practice? taken at a separation of 14 m, matching our test hall. Most
Post-hijack capabilities: devices completed the attack in under 15 s at this distance,
Mic: after a hijack, can the attacker access the micro€on rming practical feasibility. Repeating the experiments
phone? at shorter distances produced identical timings and success

6.2. Results



rates, so Table 1 reports only the 14 m results. Turningn a Bluetooth deviceit produces pass reports that vendors
to the protocol checks, 17 devices (68%) mishandle nonceubmit as evidence of compliance. In practice, the Validator
validation: six accept a reused nonce within a single connecallowed the mis-implemented accessories we examined to
tion (half-circle), and another six accept any repeated noncpass, permitting security and privacy aws, including the
(full-circle). All devices passed the invalid curve test. covert tracking attack. Accepting a Key-based Pairing write
The results show clear patterns. Whenever a device iwhile the Provider advertises account data in steady state is
vulnerable to hijack, every post-hijack capability it exposesan observable oracle that public validation artefacts failed to
(microphone access, audio switching, and Find-Hub bindtest, addressiniRQ4. We could not run the Validator our-
ing) is also exploitable, demonstrating full attacker control.selves because access is restricted to manufacturers. Google
The most robust devices use Qualcomm chipsets, suggestiigformed us that it has identi ed these shortcomings and has
a more faithful implementation of the GFPS speci cation. patched the Validator to reject non-compliant devices.
Price, however, does not correlate with security: Sony's Certi cation stage. The nal and arguably most seri-
WH-1000XM6 agship headphones were vulnerable to allous breakdown occurs during Google's of cial certi cation
attacks, whereas HP's Poly VFree 60, at less than halprocess [1]. Vendors must submit pass reports and physical
the cost, resisted them entirely. Overall, the results revealevice samples to a Google-approved laboratory for con-

substantial variation across brands, models and cost. formance testing before GFPS can be used in production.
Google states that its team will issue a defect report if certi-
7. Discussion cation fails. However, several mis-implemented accessories

still passed this stage. In our discussions, Google noted that

This section integrates our empirical results with thecerti cation tests and procedures have since been updated
research questions in Sect. 2.2, to show the root cause &6 address this problem. The absence of this negative test
the problems. We show that the observed failures are natxplains its prevalence across vendors and chipsets, and
isolated bugs but symptoms of systemic weaknesses thitenti es a clear testability gap, addressiRg§4.
affect hundreds of millions of devices, outline their practical
and societal consequences, and identify engineering and.2. Security and Privacy Impact on Users and
policy levers that can restore security. Ecosystem

7.1. Compliance Chain Failures in Fast Pair Not a one-off defect.The predicate failure is not con-
ned to a single vendor or chipset. We observed identi-
Achieving Fast Pair compliance requires vendors to fol-cal behaviour across multiple devices and chipset families,
low a multi step adoption process de ned by Google [1]. Ourindicating a shared upstream origin in reference stacks or
evaluation shows that critical weaknesses arise at severaltegration guidance. These devices passed vendor quality
points in this work ow, culminating in severe security and assurance and certi cation, which means the failure survived
privacy failures, including forced device takeover and covertmultiple layers of scrutiny. This convergence and surviv-
location tracking (Sect. 5). In this subsection, we pinpointability demonstrate a systemic process failure rather than
where the compliance chain breaks. We explain why certiindividual developer error, addressifif)1.
ed accessories still accept unauthorised Key-based Pairing User-centred harm and cross-ecosystem impact
outside pairing mode, linking this to upstream design andNVhen the boundary collapses, the consequences are imme-
integration issuesRQ1), and we identify the observable diate and personal. A nearby adversary using commodity
behaviours that form a practical conformance oracle whilehardware can attach in seconds, seize audio output, and acti-
showing why current validator artefacts do not detect thes&ate microphones without consent. As measured in Sect. 6.2,
deviations RQ4). time-to-hijack across ve trials per device ranged from 6 to
Implementation stage The rst failure point is the 35 seconds, with a median of 10 seconds, and succeeded at
implementation phase. We con rmed through our technicall4 m in our testbed, well within ordinary Bluetooth range.
meetings with Google that conformance breaks at two lay- The covert account binding attack is more severe. A
ers: (i) accessory vendors, including major brands such agictim's accessory can be silently enrolled under an at-
Sony, Google, and JBL, frequently omit the explicit pairing tacker's Google account and begin reporting its location
mode check, and (ii) Bluetooth chipset manufacturers shipghrough the crowdsourceind Hub network. The victim's
rmware that diverges from the speci cation. Not every own hardware becomes a tracker that sends continuous
deviation yields an immediate vulnerability, but the breadthlocation reports to an unauthorised account, without any
of errors is concerning. Since such mistakes are commomlanted device or visible cue. Anti-stalking safeguards ex-
the key question is whether the speci cation can enforce corist, yet are too slow and ambiguous in this setting. The
rect behaviour in practice. These ndings identify upstreamjoint Apple—Google framework [23], [24] de nes a set of
causes of non-enforcement, addresdR@1. guidelines and protocols enabling mobile platforms to detect
Validation stage A further weakness lies in Google's unwanted trackers. When such a warning is triggered, it
Validator App, an Android tool on the Play Store that ven-names the victim's own accessory as the tracker, which
dors must run before certi cation [22]. Marketed as an appmany users may dismiss as a benign glitch. We reproduced
that “validates that Fast Pair has been properly implementecthis case with an iPhone user wearing Pixel Buds Pro 2.
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